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TransSECS for an
OPCUA Server

Using Servers TransSECS to Create an
OPCUA SECS/GEM Tool Interface
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Installing TransSECS

of Installation

tallation of Pragramrmatic TransSECS Trial = & X
Welcome
Step 10f 8
T weedcome b Programmatic TransSECS Trial Yersion 4.0!
() This softy i
- ErgoTect pport@ergotech.com>
B The homey .

113571y

S1F17
szF41 SIIT

S6F11

Gan

Double click on the installer and click Next when
prompted. Once installed, start the TransSECS Builder
application (MistudioSuite/TransSECS/Builder/TransSECS.exe)



F
The tool interface

defaults to running on
port 5010 (HSMS)

B3 TransSecs Build:12382 - GEMTool

£ cos ToolAwbugs
] ALIDs Tool Name|GEMTool
3 viDs

Uses GEM
£ HostCommandSTART: S2F41W . Ca)
[ HostCommandSTOP: S2F41 W Device ID1 Port|5010 Baud Rate |9600
3 HostCommandRejectedBadParam: S2F42

T10.5 TARO.0 | T345.0 | T4450 T5.0 T7)10.0
3 HostCommandReply: 52F42

/ Host () Equ

Deploymeht Type [OPCUA Server (|

GEM Tool for testing @ minimal subset of SECS/GEM. Use the GEMHuost project as a test host.

and Device ID 1




Ed
S
MTool

- e Tool Attributes
CIALDs Tool Name|GEN Tool Host
CIVIDs i Uses GEM []
=3 HostCommandSTART: S2F41 W N
7 HostCommandSTOP: S2F41 W i Device I‘l | Port|5010 Baud Rate [9600
[ HostCommandRejectedBadParam: S2F42 .

. To.5 | 72100 T3[45.0 | Taa50] Te5.0 | T7[100
(3 HostCommandReply: S2F42

Equip. ®

Deployment Type [OPCUA Server
(OPCUA Server
(OPCLegacy/DA Server

§§ A GEM Tool for testing a minimal subset of SE{ &

TransSECS Servers has
several deployment
options. The default is
OPCUA. Be sure it is
always selected while
you work on the project.




B3 TransSecs Build:12382 - GEMTool

[ CEIDs

I ALIDs

I viDs

3 HostCommandSTART: S2F41 W

3 HostCommandSTOP: S2F41 W

3 HostCommandRejectedBadParam: S2F42
3 HostCommandReply: S2F42

ool Attributes

Tool N GEMToaol Host Equip.

Uses GEM

I]E\fice‘l Port |50 Baud Rate [3600
T05 | T2[10.0 | T345.0] Ta45.0] Te[5.0 | T7[10.0

Depioyment Type [OPEUA SENEF ]

GEM Tool for testing a minimal subset of SECS/GEM. Use the GEMHost project as a test host.




3 HostCommandSTART: S2F41 W
[ HostCommandSTOP: S2F41 W

[ HostCommandRejectedBadParam: S2F42

[ HostCommandReply: S2F42

Tool NGEMTOOI Host Equip. ®
Uses GEM
Device I1 Port |5010 Baud Rate |9600

Tlo5 | 72100 T3[450 | T4f450 ] Te[s.0 | T7[100 |

Deployment Type [OPCUA Server [~

Building All Files

TransSECS has many features
which are described in the
documentation, but for this

demonstration, just building the
sample is sufficient.
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After the code is generated the server code for the tool will be
In the Projects/ GEMTool/OPCUA directory.

Clipboard Jrganize M Qpen Select
TransSECSServersTrial Projects GEMTool QPCUA Search OPCUA
s ~ Mame - Date modified Type Size

) security 207291100 PR File folder

ads GEMToolRuntime jar 2122019 5:53 PR JAR File 9,754 KB

[ 1ogdjaml 20720191101 P Maotepad++ Docu.., 3KE

|=|' Messagehdatching.log 211/201912:03 &6 Motepad++ Docu.., OKB

s ] MIXOPCServer.cer 21072019 11:00PM  Security Certificate TKE

[&f opCUAlag 2/11/201912:03 8 Notepad++ Dacu.., 5 KE

run.bat 2M1/201912:02 kA Windowes Batch File 1KE

ing 5= run.sh 2072091101 PRt Shell Script 1KB

sewvayTest nacSerial. dll 2072019110 PR Application extens.., 127 KB

|=|' SECEMessages.log 211/201912:03 &6 Motepad++ Docu.., 22KB

|=|' vibopc.properties 2110720191100 P Motepad++ Docu.., TKE

Everything you need to run on
Windows is in this directory. For
Linux systems you will need install
rxtxSerial on the system and
make appropriate changes to the
run.sh file.

You may need to edit the path to
the jre in run.bat if you move the
deployment location.




Mame

029101 PM
Fame
01911:00 PrA

172912
23 17:00 PM
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Run the SECS/GEM Interface as an OPCUA Server

1 .EquipmentController

l.Ecuip
ol.Equipmen
e nt

1
1
1
1
1
1
1
1

u run the generated
run.bat, the tool's SECS/GEM will
be running on Port 5010 and
Device ID 1 as an OPCUA server.
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Run the SECS/GEM Interface as an OPCUA Server

1 .EquipmentController

l.Ecuip

e

ol.Equipmen
e nt

T
=

101 1

‘The SECS/IGEM ndpoint URL is
opc.tcp://127.0.0.1:12686/MIXOPCServer
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Test the SECS/GEM Interface with TransSECS GEMHost
using TransSECSTest.exe

< bAlStudioSuite TransSECS Tester Search Tester

MHarme - Date modified Type Size
|=|' application.properties 12/21/72018 130 PM Motepad++ Docu,. 1KE
|=|' build_properties.log 12/21/2018 1:00PM - Motepad++ Docu.., 9KR

ErgoTech.lic 1041172018 133 PM LIC File 1KE
|=|' lagdjaml 1041172018 338 PM Motepad++ Docu.. IKB
|=|' MessageMatching.log 12/21/21812:59...  Motepad++ Docu.., OKR
|H|' pid. 14217281459, Motepad++ Docw,., 1KE

secs.dtd 101172018 338 PM DD File 5 KB
|=|' SECEMessages.log 12/21/2018 1:30PM - Motepad++ Docu.., 6 kR
2 transsecsico 101172018 238 P lcon JKB
|=|' TransSecsfntProjectxml 101172018 338 PM Motepad++ Dacu.. 56 KB
|=|' TransSECSProjectBuildlog.td 12/21/2018 1:00PM - Motepad++ Docu.., 102 kB

TransSECSTest 1041172018 138 PM File 08 KB
|=|' TransSECSTest.conf 101172018 338 PM COMNF File 10 KB
85| TransSECSTest exe 10152018 3:38 PR Application 112 KB
|H|' wrapper.log 14/21/208 10O PR Motepad++ Docu,., IKE

This starts TransSECS with the GEMHost project which runs
as a Host to test the tool interface.

Note: If the ExtendedHost is loaded when TransSECSTest is
started, use the File menu to load the GEMHost project.




o
- Set to LIVE mode before
building the GEMHost

g
»”

project

TransSecs Build:12376 - GEMHost — [} ~

GEMHost

Device | '1 Port |5 Baud Rate |1
T10.45 T210.0 | T3/450 | T4/45.0 | Te[5.0 T7

with the GEMTool project.

Build with the Hammer/

Star button

LGOOLOGOOOGOOOGLOOOLGCOOLOROO

After the Host is built it will run and
automatically connect to the
GEMTool and set up event reports
and enable alarms




l:;

g
>

This arrow shows that

the host is running

Trans3ecs Build:12376 - GEMHost = O >

s

Select a primary
(outgoing) message and
Press "Send Message"
button to send it

LGOUOUCODOOOOODODOOEOODOUNOD ~-0O000G(8

Send Message [JLogBytes [ |LogEwents [ ]Lock Scroll Clear Display

Messages sent and received will be
shown in the Messages panel
(when a message is selected)




@ TransSecs Build:12382 - GEMHost

Eile Edit Tools Help

&

GEMHost
3 CEIDs
CIRPTIDs
3 vIDs
[ SVIDRe st 515
[J SVIDResponse: S1F4

3 sVID List SIF11W

[ sVIDListReply: S1F12

[} Request OffLine: S1F15 W

[ OfflineAck: S1F16

[} Request OnLine: S1F17 W

=] OnLineAck: S1F18

(3 CEIDList 'S1F23' W

[ ECIDRequest: S2F13 W

[CJ ECIDValueResponse: S2F14

(3 ECIDValueChange: S2F15 W

[ ECIDChangeACK: S2F16

3 HostCommandSTART: S2F41 W
3 HostCommandSTOP: S2F41 W

=3 HostCommandReply: S2F42

=3 Alarm: S5F1 W

=] AlarmAck: S5F2

[ Enable All Alarms: S5F3 W

[ EventReportRequest S6F15

[ RequestedEventil essage: SEF16
] RequestindividualReport: S6F19 W
[ IndividualReportData: S6F20

Select the S1F3
Message.

Change the SVID you
o want to request

=U4 120>

RECEIVED: 2019.02.12 1
F36 <B 0x0= /* Decimal[1

ENT: 2019.02.12 19:38:00.292
2F37 W <L[2]
<BOOLEAN 1=
<L2]
<U4 7501>
<U4 7502=
o

RECEIVED: 2019.02.12 19:38:00.295
2F38 <B 0x0= /* Decimal[1]: 0 */.

ENT: 2019.02.12 19:38:00.295
TF1W .

RECEIVED: 2019.02.12 19:38:00.303
1F2 <L[2]

<A 'Model "=

<A’'Rev1.0>

[ScnaMessagel ]| 1 Loveytes ([JLog Events (] Lock scrol

Press the Send Message button to
send the message to the tool



& TransSecs Buildi12382 - GEMHost — O %

1] GEMHost

I cEDs
I RPTIDs
=] VIDs
=

[ SVIDResponse: S1F4

3 SVID List STF11 W

3 SVIDListReply: S1F12

[} Request OffLine: S1F15 W

3 offineAck: S1F16

[} Request OnLine: STF17 W

[ OnLineAck: S1F18

[ CEIDList: 'S1F23' W

] ECIDRequest: S2F13 W

[ ECIDValueResponse: S2F14
[ ECIDValueChange: S2F15 W
[CJ ECIDChangeACK: S2F16

] HostCommandSTART: S2F41 W
[ HostCommandSTOP: S2F41 W
] HostCommandReply: S2F42

=] Alarm: S5F1 W

=] AlarmAck: S5F2

[ Enable All Alarms: S5F3 W

[ EventReportRequest S6F15

[ RequestedEventil essage: S6F16
[ RequestindividualReport: S6F19 W
=] IndividualReportData: S6F20

ENT: 2019.02.12 19:38:00.292
2F37 W <L[2]
<BOOLEAN 1>
<L2]
=U47501=
=U4 7502=
>
= .

[RECEIVED: 2019.02.12 19:38:00.295
2F38 <B 0x0= /* Decimal[1]: 0 */.

ENT: 2019.02.12
ISTF1W .

38:00.295

IRECEIVED: 2019.02.12 19:38:00.303
1F2 <L[2]
<A 'Model >
<A 'Rev

ENT: 2019.02.12
1F3 W <L[1]
<U41510=

> .

RECEIVED: 2019.02.12 19:38:56.541
1F4 <L)
<U40>

The S1F3 message

[ N.ogBytes [ ]LogEvents [ ]Lock Scroll m
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Test an OPCUA Client Connection

This example will use the UAEXxpert Reference Client to test the
OPCUA SECS/GEM Server.

https://www.unified-automation.com/products/development-tools/uaexpert.html

The steps are basically the same for any OPCUA Client:
1) Run the OPCUA Client

2) configure a connection to the SECS/GEM OPCUA Server
3) connect to the SECS/GEM OPCUA Server

4) resolve security certificate issues


https://www.unified-automation.com/products/development-tools/uaexpert.html

Right Click on the
:File View Server Document  Settings  Help Servers node to add a
' new OPCUA server

connection

v [ Project
Se

[1 Data fccess View

|ReFeren-:es

7 wl;:—il@lForward -

Feference Target DisplayMarme

Log

8B

Tirnestarmp Source Message

3972019 11:05:45.267 &M UaExpert UaExpert is ready to use,

323 17:09:45.257 &kd - UaBxpert Loaded GD5 Plugin {Static Plugin).

3902019 11:05:45.257 M UaExpert Loaded Data Logger Plugin (Static Plugin).
392019 11:05:45.257 &AM UaExpert Loaded Server Diagnastic Plugin (Static Plugin).
3972019 11:05:45.257 &M UaBxpert Loaded Image Wiewer Plugin (Static Plugin.
323 17:09:45.257 &kd - UaBxpert Loaded U4 Perfarmance Plugin (Static Plugin).
3972019 11:05:45.257 v UaExpert Loaded U4 Method Plugin (Static Plugin).
3902019 11:05:45.257 bt UaBxpert Loaded U4 Events Plugin (Static Plugin).
3972019 11:05:45.257 &M UaBxpert Loaded U4 History Plugin (Static Plugin;.
3923 17:05:45.257 Akd - UaExpert Loaded Data Access Plugin (Static Pluging.




Name the OPCUA
Server connection

» Add Server 7 *

Enter the Endpoint
URL for the
SECS/GEM OPCUA
Server

Select the Security
Policy and Message
Security Mode. All
choices, including
NONE is valid for the
SECS/GEM OPCUA
Server.

urnWin7Dey:Unifiedautomation: UaExpert




-l

»”

Unified &utomation UaExpert - The OPC Unified Architecture Client - MewProject® — O X

Right Click on the
newly added server to
select "Connect"

th URL o




OPCUA requires certificates for authentication. Note:
No certificate is required for the security policy
NONE and message security mode NONE in the
client setup.

F CiiUsershPublictErgoTech' Trans SECSSey

Copyto * =0 Rename  Mew Properties

> Folder where client
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- www.secsandger During the first connection to the

L OPCUA Server the server's security
UAEXxpert Certificate Exchange certificate will be imported by

UAEXpert.

™~ e R .
. Certificate Validation

. . validating the certificate of server 'server application name not configured' retur

-

BadCertificateUntrusted

U J_’?’ B E’J B '% Certtificate Chain

e Name Tiust Satas The certificate has been imported but
v roject FLY -
v [ Senvers \ IS not trusted-

£3 SECS OPCUA Server
v [ Documents
[J Data fccess View

Certificate Details

»
Address Space Common Mame MIXOPCServer
Organization ErgoTech
Organizationlnit . . g
Locaity For UAEXxpert, this certificate can be
State .
1]
Cauntry trusted by using the "Trust Server
DomainComponent oo o .
Certificate" button. For other clients,
Comrnon Marme MIKOPCEerver R . .
Queniztion - ErgTech read the documentation for a similar
Locaty procedure to install and trust the
®# D Country 1Fi
; DomainComponent Certlflcate'
Timestarp Source
371072019 31408382 P Server Nade Walid Frarn Tue Feb 12 22:32:12 2019
30/ 2019 3:14:08.382 PM Server Node alid To Fri Feb 222:32:12 2020
3/10/20193:14:08.382 PM Server Mode
3072019 3:14:08.382 PM Server Node Serial Mumber TPOF1564
302N ITTE85TEPM UaExpert Signature Algorithrm  REA-SHAZSE
3102019 3:1045.079 PM Server Node Cipher Strength RS8, (2048 bit)

3/10/20193:09:53.620 PM Server Node Thurmnbprint (SHATY  S4BEB7A3DEH ATIZAAEDEDATAORACEEFT 2FACETD
3072019 3:0253.620 PM Server Node

3/10/2019 3:0953.620PM  Server Mode

3072019 30253620 PM Server Node

L

[ &ccept the server certificate temporarily For this session Continue Cancel




Certificate Yalidation 7 X

erver application name not configured'

.- The SECS/GEM OPCUA Server

certificate is now installed for
UAEXxpert and is trusted.




There is one more certificate related

step before the server connection can
. I_Ir'uiir:u:!.ﬂ.l.Jtu:urn-':tiu:-nII'E.:-:.pr:rt—T}'ue OPC Unified Architecture Client - be made. The client has given the
B — - server its own certificate but it is not
DPPBE #-oxy2[ow yet trusted by the SECS/GEM OPCUA

Project = X| Data Access Yiew

v [A Project # Server Server-

v ’ Servers

3 SECSOPCUA Server
v [3 Documents

[3 Data Access Wiew

Address Space

|References

2 wli-:-il@lForward -

Reference Target DisplayMarne

Security checks failed.

Log

8B

Tirnestarmp Source Server fessage

372019 5:35:57.407 PM Server Mode SECS OPCUA Server Connecting failed with error 'BadSecurityChecksFailed'

3T 2MA5:3557.300 P Server Mode SECEOPCUA Server Error 'BadSecurityChecksFailed' was returned during OpenSecureChannel

AT 253557390 P General [uastack] OpcUa_TepConnection_ProcessResponse: Reason: security checks failed
7019 5:35:57.390 Pr General [uastack] Opcla_TepConnection_ProcessResponse: Status (B0730000!

AT 012 5:35:57.390 P General [uastack] OpcUa_TepConnection_ProcessResponse: Error Message!

3 72MA5INET.44 PM Server Mode SECS OPCUA Server Used UserTakenType: Ananymaous

TN 5ARET 344 P Server Mode SECS OPCUA Server ApplicationUri: "'urniergotechimixiserver’

T2MA5IRNGT.I44 PM Server Made SECS OPCUA, Server Security policy: "http/fopcfoundation.org/US/SecurityPolicy®Basic2365ha2s 6
T2 5:35:57.344 P Server Mode SECTOPCUA Server Endpoint: 'opctop:/ 12700112686/ MO PC Server!
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OPCUA Certificate Exchange

The UAExpert client certificate has been installed in the OPCUA server directory
as "rejected" because it needs approval to be trusted. Browse to the OPCUA
server security "rejected" folder to find this certificate.

Send Share with
(B« GEMTool » OPCLR » securly » refected v o menmemsl | The untrusted client certificate is in
Harme M the OPCUA server "security"
S CN%%30UaExpert2d0hyin TDev [d9chd8c5a685011525f6c 0a5da 160d626b 14505 7). der  3/10/2 directory under "rejected"

Move this certificate to the "trusted" subdirectory of
the OPCUA server security folder.

T
|
— — e Lopy path ~ N - S — Edit select none
Quick Copy  Paste Mowe  Copy [elpte Rename I ety Properties
e5s | Paste shortcut tow to - - folder - £ Histary D':lln\rertselection
Clipboard Qrganize ey Qpen Seleck
v 4 <« Projects » GEMTool » OPCLA security 3 /trusted v Search trusted
s
A Mame Date rprddified Type Size
ol CN%43DUaEpent®A0in TDew [d9chdfch.,,  37/2019 11:01 P4 Security Certificate 2 kB

Note: Make sure you move (copy/delete) the certificate from
the rejected, do not leave the certificate in "rejected"
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UAEXxpert Successful Connection

+  Unified &utomation UaExpert - The O

C Unified Architecture Client - Me

File  View Server Document S3ettings  Help
=5 = '% —
/BB -
After reconnecting to the server the
Project | h f ” d 3 g X
v 8 Fropt client has successfully connecte 5 ® o
v [ Senvers te  Walue
{2y SECSOPCUA Server
v [ Documents
[3 Data Access View
Address Space 5 X
| Mo Highlight hd
S o e References g x
oot
f -
v |2 Objects . & o g3, e Forward (+]
(0 M Browse thlS nOde tO Reference Target DisplayMame
o Server
b  see the OPCUA tags
0 gerrtoo| -@—— |
9 Types for the GEMTool
I Wiews
Log I X
8 D
Tirmestarnp Source Server Message &
F0ZMIT00:14.425 P AddressSpaceh... SECS OPCUA Server Brovwse succeeded,
302N 100914421 PR AddressSpacehd.., SECS OPCUA Server Browwse succeeded,
3029100214418 P Server Mode SECS OPCUA Server Revised walues: SessionTimeout=120000, SecureChannellifetime=3600000
31029 10:0214 418 PM - Server Mode SECS OPCUA Server Successfully connected UA server.
31029 10:0214.400 P Server Mode SECS OPCUA Server Connection status of server 'SECS OPCUA Server’ changed to 'Connected',
31029 10:0214.400 PM - AddressSpacebd., SECS OPCUL Server Registered for ModelChangeBwvents
F10Z2MI10:0X14.366 PM General The signature algorithm returned in the server signature does not match the algorithm expecte..
302N 3100914275 PW Server Node SECS OPCUA Server Used UserTakenType: Anomyrmous
0 ZMI00X4275 P Server Mode SECS OPCUA Server ApplicationUri: ‘urniergotechimixsenser’
31029 10:0214.275 PM - Server Mode SECS OPCUA Server Security policy: 'http:ffopcfoundation.org/US/ SecurityP olicy#Basic2565ha 256 v




| 3"‘“ ErgoTech Systems, Inc.

- www.secsandgem.com o www.ergotech.com

OPCUA Client Test

One of the more important client
connections for a tool interface are
to the VIDs in the OCPUA Server.

+" Unified Automation UaEzpert - The OPC Unified Architecture Client - MewProject”

File  Wiew Server Document  Settings  Help

1P BB #=° X% 28 &

Project B X Data Access View Q Attributes =4
v [3 Praject #  Display Name Value Datatype 7 B @ (]
v [A Servers 1 localrernotestate  true Boolean SAbtribute Walue -
Q} SECS OPCUA Server 2 onlineofflinestate true Boolean v Nodeld Nodeld
v [A Docurnents
Data & Wi 1 1Fi
B Data Access View Two significant VIDs
oolvids.o
Address Space -4 have been added tO the la N
o Highloht < UAEXxpert client view, 2 x
@ eventsenabled A . .
@ gusflow the OnlineOfflineState ©
& lasteontrolsate and LocalRemoteState. |
@ localremotestate
1y @ maxspoolsize
1 - @ maxspoaltransmit
] @: @ mdin
[ A onlineofflinestate v < >

OnlineOfflineState and LocalRemoteState need to

both be boolean true for the fab Host to connect to the N -
tool as Online-Remote. The tool should start out with alrenotestate succeeded

both false for safety reasons. These should be
connected to your HMI client as buttons or switches B

for operator control.

ded ! RevisedSamplingIntersal=250, R..,

I1T2019 25139136 AN Attribute Plugin SECS OPCUA Server Fead attributes of node 'NS2|5tring|gemtoal vids.onlineafflinestate’ succeeded [ret = Good]. hd



Unified Autamation UaExpert - The OPC Unified Architecture Client - MewProject”

wafercount

>
>
>
>
>
>
>
>

| wafercount has been
added and its value
changed to 15 in the
OPCUA client.

Change a value in the OPCUA
Client and test that this VID is
changed in the SECS/GEM
interface.

Walue

JInt32 A Modeld




o

& TransSecs Build:12384 - GEMHost = o

Ill S PN ==L @

GEMHost

GEMHost
[ CEIDs
[ RPTIDs
3 vIDs

[ SVIDResponse: S1F4 m essage in the

[ sVID List S1F11 W

3 SvIDListReply: STF12 ' ' GEMHost and Change

D Request OfiLine: S1F15 W Z|RECEIVED: 2019.03.21 10:59:29.638

£ OffineAck: S1F15 the SVID to 1510 for

[} Request OnLine: S1F17 W

[ OnLineAck S1F18 jEmee the Wafer Count

= CEID

Seeod Press the Send

[ ECID'

==o; Message button and

3 ECID]

o see the S1F3 Sent

[CJ HostC|

=3 HostCom|

3 Alarm: S5F1W

=3 AlarmAck: S5F2 £

(] Enable All Alarms: S5F3 W ENYQQ019.03.21 11:27:35.918
[ EventReportRequest. S6F15 AsF3 v =L[1]

[ RequestedEventMessage: S6F16 =U41510=

[ RequestindividualReport: S6F19 W

[ IndividualReportData: S6F20 §§
Z|RECEIVED: 2019.03.21 11:27:35.920

1F4 <L[1]

e The S1F4 received from the
A GEMTool with the value "15" which
was set in the OPCUA Client
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Test Sending a Message From the Client

File  Miew Server Document  Settings  Help
D PPO =0 X\ B E
Project & X Data Access Wiew Q Attributes g X
v [ Project 2 # Display Name Walue Datatype €3 O} [+]
v A Servers 1 localrerotestate  true Boolean Attribute Walue ~
2y SECS OPCUA, Server 2 onlineofflinestate true Boolean
v 13 Documents 3 wafercoun 15 UInt3Z ~ Modeld Modeld
a Boolean Mamespacelndesx Z
- . v
— U ldentifierType String
(e e 5 = Identifier germtool.hosto
¢+ | Mo Highlight ModeClass Wariable v
¥ ) gemtool < [T Y 4 Mo
) alids
) ceids References g X
= configuration £y i':'i @ Forward + 0
[ hostcommandrejectedbadfaram Reference Target DisplayMame
¥ [ hostcommandreply HasTypeDefiniti., BaseDataVariableType
@ errorstatus %
e i — To prepare to send the reply
cac
O responsesatus message to the Host, add the
@ sendmessage vll "
=L " R
sendMessage" tag from the =
% D hostcommandreply message so
Tirmestarnp Source Server R C3
321N INA643 473 AWM TypeCache SECS OPCY that It IS ready to use e succeeded
3/21/201911:46:43 467 A6 DA Plugin SECS OPCY Samplinglnte..,
3/21/201911:48:43 467 A6 DA Plugin SECS OPCLA,
3212019 11:46:43.463 &M DA Plugin SECS OPCUA Server Itern [M32|String|germtoal hostcommandreply.sendmessage]: Samplinglntersal=250, QueueSiz..,
3/21/201911:46:43 462 Ah - DA Plugin SECS OPCUA Server Found existing subscription for Serverld 0
2122114043462 &AM DA Plugin QascDatodel:drapMirmeData
32129 11:46:.42.824 &AM AddressSpacebd.., SECS OPCUA Server QascaddressSpaceModelimimeData
321209114641, 746 AWM Attribute Plugin SECS OPCUA Server Read attributes of node "NS2|String|gemtoal.hostcommandreply.sendmessage’ succeeded [ret..
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Test Sending a Message From the Client

i Send a Host command from the
SRS GEMHost to the GEMTool so

File Edit Tools Help

B FEE 5 BN AL that the tool may send a
[ Gemtost | », response message using the

[ GEMHost

> ces commene 52 OPCUA sendMessage tag

o J RPTIDs

o= VIDs

¢ [CJ sVIDRequest 31F3 W
<L

o= 3 SVIDResponse: S1F4

o 9 SVID List STF1 W R

Shmeotesrer ) Select the Host
Command "STOP"
message for testing

[} Request OnLine: S1F17 W
o OnLineAck: S1F18
o~ [ CEIDList 'S1F23' W
o= ] ECIDRequest: S2F13 W
o= ] ECIDValueResponse: 52F14

o= [ ECIDValueChange: S2F15 W
o= J ECIDChangeACK: S2F16 B SENT: 2019.03.21 11:27:35.918
o [ HostCommandSTART: S2F41 W : 51F3 w "—[11
o (] HosiCommandSTOP: S2741 v Press the Send Message Button
o= [ HostCommandReply: S2F42 : i
o 3 Alarm: S5F1 W receven 20 10 S€NA the command to the tool
o [ AlarmAck: S5F2 S1F4 <L[1]
o= (3 Enable All Alarms: S5F3 W =U4 15>
o= [ EventReportRequest S6F15 i=
o= ] RequestedEventiMessage: S6F16 b
o~ (7 RequestindividualReport S6F19 W SENT: 2019.03.21 11:56:00.00
o 3 IndividualReportData: S6F20 S2FA1W <L[2] N =
pr <A 'STOP'> N B
/v' s h @ d)
= 7~ b
> [
Host Command was ) :
Sent to the G EMTOOI []LogBytes [ |LogEvents [ ]Lock Scroll | Clear Display QUICkIy Send the reply

from the OPCUA Client
before the T3 timeout




o

Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject” — O X

badparam

Send the S2F42 Host Command
Reply by setting the
sendMessage value to boolean
true in the OPCUA Client.

ute Plugin
Plugin

: d attribu tring|
Plugin Wi alho
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] CEIDs

I RPTIDs

= VIDs

3 SVIDRequest: S1F3W

3 sVIDResponse: S1F4

3 8VID List: STF11W

[ SVIDListReply: S1F12

[} Request OffLine: S1F15 W

] OfflineAck: S1F16

[} Request OnLine: S1F17 W

=3 OnLineAck: S1F18

(=] CEIDList: "S1F23' W

] ECIDRequest S2F13 W

[CJ ECIDValueResponse: S2F14
[ ECIDValueChange: S2F15 W
[ ECIDChangeACK: S2F16

3 HostCommandSTART: S2F41 W
=

3 HostCommandReply: S2F42
3 Alarm: S5F1 W

=3 AlarmAck: S5F2

[ Enable All Alarms: S5F3 W

[ EventReportRequest S6F15
[ RequestedEventi essage: S6F16
[ RequestindividualReport: S6F19W
] IndividualReportData: S6F20

Command STOP

ENT: 2019.03.21 13:03:35.381
2F37 W <L[2]
<BOOLEAN 1=
=L12]
=<U47501=
=4 7502=

=
RECEIVED: 2019.03.21 13:03:35.384
2F38 <B 0x0= /* Decimal[11: 0 */.

ENT: 2019.03.21 13:03:35.384
1F1W .

RECEIVED: 2019.03.21 13:03:35.387

Host Command reply
_ was received from the
ENT: 2019.03.21 13:03:54.776 G E MTOOI

2F41 W =L[2]
<ASTOP=
=L10]

S

RECEIVED: 2019.03.21 13:04:00.926
2F42 <L[2]
=B 0x0= /* Decimal[1]: 0 */

=L[0]
.. []LogBytes [ |LogEvents [ |Lock Scroll
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Notes on OPCUA Servers:
JSON List Formats

List elements are JSON formatted, such as { "values": [] }

For example, the recipe list for an S7F20 might look like:
{ "values": [ "recipel”,"recipe2", "recipe3", "recipe4"] }

There are more things you can do with the JSON format for
the lists, including making lists of lists and specifying the
SECS format for the data in the list.
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Notes on OPCUA Servers:
JSON List Formats

If a specific type is required, it can be specified if needed. For
example for the recipe list, the data is ASCII, type 20:

{ "values": [ "recipel”,"recipe2", "recipe3", "reciped"], type:"20" }
type is defined by the SECS Standard:

00 - List

10 - Binary (can be an array)
11 - Boolean

20 - String

30 - 8 byte floating point

34 - 4 byte floating point

40, 41, 42, 44 - 8, 1,2,4 byte signed integers
50, 51, 52, 54 - 4 byte signed integer
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Notes on OPCUA Servers:
JSON List Formats

Each element of the array can have a different type in this format
(this might be useful in some message replies with different data

types):

{"values":[
{"value™:"1.2", "type":"34"},
{"value":"Test", "type":"20"},
{"value":[5,6,7,8], "type":"10"},
{"value":1, "type":"10"}
I}
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Notes on Tool OPCUA Servers:
Triggering Events with DVVALS

Events can be triggered with a list of DVVALS, so if you need to do
this you can define the list, then use this as the trigger input to the
CEID. If you are using DVVALSs in your project you would associate
the DVVALS when you define your CEID.

DVVALS as a JSON String sent to the trigger of a CEID:
{ "values"[

{ dvid:WaferCount, dvval:15 },

{ dvid:23456, dvval:\"Hello World\" }
1}

You can specify any VID with either its name (for example
WaferCount), or its vid number (for example 23456) as the above
example demonstrates.
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Notes on OPCUA Servers:
Host Commands

If you publish the whole host command, the structure is a list (with
the host command), then the list elements for the parameters for the
command.

It may look something like:

{ "values": [ {"value":"PP-SELECT", type:"20 } } { "values":

[ {"values": [ LOTID ], type:"20 } { "values":

[ {"value":"CHAMBER", type:"20}} { "value™:"1", type:"51}}] }
{"values": [ PPID ], type:"20}] }] }
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Notes on OPCUA Servers:
vibopc.properties

The vibopc.properties file has some settings which control some
aspects of the OPCUA runtime. This file is located in the OPCUA
deployment directory.

VIBOPC.NoMethodSupport

This defaults to false. If set to true opcua methods are generated for
operations such as sending messages. Some OPCUA clients do not
support methods.

VIBOPC.UnderscoreCreatePaths

This defaults to true. This allows you to define vid names with
underscores which will generate a tree structure for the vids. For
example a vid "robot_xaxis" will generate a tag structure
/toolname/vids/robot/xaxis".
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That’s It.

Now you're ready to program your OPCUA Client application to
complete integration of the SECS/GEM interface. You should update
your tool data values (SVIDs) as they change and can trigger alarms
(ALIDs) and events (CEIDs) and send and receive messages as
needed. You may need to handle host commands and send the host
command replies from your OPCUA client using the sendMessage
tags. More host command message handling can be added, and
also there are options for manually handling recipe messages, or
you can set up simple automatic recipe handling.
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